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Protocols, Formats, 
Encodings

• Consider the World Wide Web
– RFC2616 describes the HTTP protocol

• Host to host interaction (request, response etc.)

– MIME type (in HTTP header) gives format
• The type (and sub-type) of the data
• HTML is one of many possible formats

– MIME headers also give encoding
• How the data has been supplied (e.g. Base64)
• The character set (maps data to “glyphs”)
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E-Mail

• RFC821 defines SMTP
– Protocol between Mail Transport Agents

• RFC822 defines content of above
– A set of mail headers and a body

• RFC822 headers include MIME 
description of body
– Exactly as MIME used in HTTP
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MIME

• Specifies content type & sub-type
– E.g. image/jpeg, application/postscript

• Specifies character set encoding
– E.g. charset=us-ascii

• Specifies content transfer encoding
– E.g. normal 7 bit ascii text
– E.g. base64

• 3 bytes (3x8 bits) over 4 chars (4x6 bits)
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Simple Mail Transfer

• Two machines, permanently connected
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Transfer Protocol
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Complex Mail Transfer

• Receiver connected part-time (dial-up)
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POP Protocol
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Why SMTP & POP?

• Why not just use SMTP?
– i.e. make the mailer an SMTP client

• Because it is a “push” protocol
– The sender pushes the e-mail
– Client may not be connected

• SMTP has limited features
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Other Mail Protocols

• IMAP adds features to:
– Store mail on the server
– Share mail folders between users
– Open up security vulnerabilities

• Other proprietary e-mail protocols exist
– Microsoft Exchange / Outlook
– IBM / Lotus Notes
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Web Protocols

• Are not covered in lectures
– Except Caching (next unit)

• You should have an adequate 
understanding from assignment
– Or re-read assignment briefing
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Summary

• Application level protocols rely on 
streamed TCP connections

• TCP connections rely on IP to connect 
heterogeneous networks

• IP relies on underlying network 
technology


